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This document describes how protel can facilitate PCl Compliance in
your hotel.

Credit card security in the hospitality industry

Call for action

Penalty in case of disregard

protel Whitepaper on PCl-Compliance

Chief principle:

Storing as less data as possible

Strategic considerations

Depending on the quantity of credit card transactions processed in your hotel,

you are obliged to adopt more or less complex measures to ensure credit card
security. These can extend from submitting a self assessment questionnaire to a
comprehensive “SecurityScan” of the entire company.

Although the reasonableness of many of those quasi additional measures are by
all means a subject for debate, that does not change the fact that considerable
fines are imposed when data gets lost or is misused as a result of disregarding
one of the twelve PCl specifications.

We compiled a protel PCl Whitepaper with detailed on- topic information for
you that we like to send to you on request.

What is not stored need not be protected

The chief principle of data protection is at the same time its simplest solution:
The less data you save, the less data you need to protect.

Attention has to be paid particularly to the handling of credit cards:

Confidential identification data (data of the magnetic stripe and the security
number) must not be stored at all.

The storing of cardholder data (PAN, name of the cardholder and expiry
date) are permitted on condition that no unauthorized access can follow.

Preliminary strategic considerations

Against this background it is advisable to make some strategic considerations
about the handling of credit card data in your hotel:

Which CC data has to be stored?
Who needs to be able to input or read CC data?
Who must be able to edit CC data?

How long must CC data necessarily be stored?
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Plan the implementation
Accordingly the PCI settings in protel have to provide as restrictively as possible
that

a priori as less as possible CC data are stored.

Implementing PCl in protel

the input of new CC data is controlled.
every access to stored CC data is controlled.

CC data are deleted as soon as possible.

PCIl Compliance with protel

The protel hotel management systems provide you with several functions that

protel supports you adhering to the
support you to adhere to central specifications of the twelve PCl guidelines.

specifications of PCI Compliance
We describe the most important settings for you in the following.

REQUIREMENTS
B To make the settings described below

you need protel version 12.167 (or higher). If an update should be necessary,
your protel support team will assist you.

Please note:

you need access to protel SD (system data).
you need the user right 000 ,,SD User Administration®
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Activate the PCl Compliance mode in protel SD

Open protel SD.

protel D

—> Menue Bookkeeping
—> Settings

—> PCl-Compliance

Download background information on
PCl Compliance at protel's website

Menu Bookkeeping = Settings > PCIl-Compliance:
PCI Compliance @

PCI Compliance Mode

Delete CC data from reservation after 12| dayis)
Delete all credit card data from profiles

QK ” Cancel | | Information

Activate the PCl Compliance mode by setting a mark into the checkbox.

Determine after how many days after check out the credit card data is to be
deleted from the reservation.

Confirm by clicking [OK].

Please read more about the effects of these settings on the storing and the
processing of CC data in protel FO (reservation dialog and guest profile) in the
following paragraphs.

A click on the button [Information] guides you to the protel website where
you find our PCI Whitepaper with interesting on- topic background information.
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Prevent the storing of credit card data
Delete legacy CC data

In the same dialog protel offers you to delete credit card data from the time

protel SD

—> Menu Bookkeeping
—> Settings

—> PCl-Compliance

Confirmation prompt:

Are you sure that you do not want to
store credit card data within the guest
profiles anymore?- [Yes] or [No]?

“before PCI*“:
‘PClCompliance [7 ==
PCl Compliance Mode

Delete CC data from reservation after 12 dayis)
Delete all credit card data from profiles

I Ok ” Cancel ] [ Infarmation ]

If you want delete all credit card data from the guest profiles, set a mark into the
corresponding checkbox and confirm by clicking [OK].

I. Confirm when prompted:

Are you sure that credit card data should not being stered in guest
prefiles froem now on’

Ja []}[ Nein

I “Yes, as of now credit card data is no longer to be filed within a guest
profile.”
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Are you sure that you want to delete
ALL credit card data from the guest
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2. Confirm when prompted:

Areyou sure that all credit card data should be deleted from all guest
profiles?

profifes?=Yes] or [No]?

Alternatively delete credit card data
manually.

I la I b Mein

I ’Yes, delete all credit card data from all guest profiles.”

If this solution goes too far in your opinion, you can just as well work through
the guest “profiles“by hand”. On request the protel support team will assist you
in creating a database query to find all guest profiles that contain CC-Data.

In this case press [No].

Finally, conclude the procedure in the PCI dialog by clicking on [OK].
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For comparison: protel without PCl mode

If the PCl mode is not activated, credit card information can be entered and
edited in the reservation dialog. They can also be transmitted to / from a
guest profile.

To do that open the additional dialog "Reservation additional information" by

protel FO
Dialog "Reservation"
=2

—> "Additional reservation data"

protel FO

Dialog "Guest - ..."

—> Pers. data

—> (redit cards

—> Dialog "Card Information"

clicking the button [CC]. Enter the type of card, the card number, the validity
date and the name of the card holder. These information can be saved by clicking

[OK]:

Reservation ==
Name Schmidt Company /- Guest info.: - OK
- Comp
Country TA = E Cancsl
City Dortmund Source
SC: Help
vip +| Group -Gp L
Status Amival Ngh Dprt. Qv R.type R.no. Adt Rate code Rate Cn. Det Sp.
1[cTDco ~ 06/03/08 1070308 1 [J[sTS8 1[Rightpic ~|.] 100.00GEP [ BK
- ! -2 000 Dl
Additional reservation data == = e
= - .. 0.00
Credt card = -
o| e T —— 2 o ® -
[ Cancel
Reservation de
| Mo 5597547702232218 —
Maricet L m— Add. Info
Hear [| veidoarg 1210
S E— Letters
Addbed: 0 [Cash Paymert | (meton)
Cots o| cardholder Ema Schmidt L ‘Sharer
| Packages | T —— | Iy PL18936386P3 |Ggest Hist |
Note 1] /A | Transferto profile | Res-No 18336 FE More
Note 2 | 7/ /| User:  Hausdame = 10/06/2008

The data can optionally be transmitted to the guest profile or can also be
adopted from there, if in earlier reservations data has already been saved there.

In the guest profile they can be found on the card index "Personal Data" in the

tree structure under "Credit Cards" for viewing and/or for editing:

Guest - Edit: Schmidt Gerda = (&=
Family | Invaices | Photas | Traces History I
Address | Pers. Data | Requests | Revenue | Marketing | Rates | AR | Master | Future | History | Letters |
e Iz Martal 5 G Credit carcs
mihdste el = [ < | 112t creard 5557547702232292218 1210 [Gerda Sq
Place of birth = 1210 [Er id
Card Information 5 a2 Eme Jhmd
Country of b
Card irformation
Car registratio
Card reader
Travel docun
Documert: | Trpe (Wosereard ]
Documentno|  Number 5597547702232252218 Bo. MMYY: 1210
Doc. issusd; | Chck code
Doc. expdatd 2D 06/03/2008  lssue number.
Card holder Gerda Schmidt
Employer
Company: Authorisation
Company2: Schema:
Department: | ay g 000
Occupation
Authorisation code:
= Commert:
Tax No. 172
Tax exempt. =
Cancel [ ReadCan | i
[ ok || Abbrechen | [ Hife
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protel in PCl mode

If PCI mode is activated, the credit card data entered in the reservation dialog
will be stored for the duration of reservation.

After a certain number of days after the check out they will be deleted

No more credit card data in the
guest profile:

Accessing previous (C data

automatically. (The number of days is defined in the PCl Compliance dialog, see
above)

In the guest profile, no credit card data can be entered or viewed at all.

Guest - Edit: Schmidt Gerda = |G ][z
Invoices I Photos I Traces History
Address Pers. Data | Requests I Revenue I Marketing I Rates I AR I Master I Future I History I Letters I Family |
= 77 Martal S1 7-E5 Credt cards
’ ’ B84 PCl compliance mode: Credit card data not present in database
Place of birth: § Member cards Q J
Courtry of b - | v| {I_] GDS Corporate 1D:

o {I_] Contract number:
Carregistrtion: & Homepage: hitp://

Travel document

Document: - |

Document no.:

OK | [ Abbrechen | [ Hife

Restrict the access to legacy credit card data

I Credit card data that was saved in guest profiles in the ,,pre-PCl-time“will at
first remain unaffected by the PCl mode!

Such data will not be displayed in the guest profile any longer but you can still
transfer such data to the reservation dialog by pressing the button "Copy from
profile" (see picture above).

How you can control the access to such legacy data you will learn in the
following chapter on user rights.

If you prefer to part with such aged data all at once select the function
"Delete CC data from all profiles" (see above).
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Manage the access to credit card data via user rights

Via the protel user administration you can manage and control precisely who
can access the sensitive credit card data at all - and what he or she may do with
it.

We recommend granting limited access to a minimum of people: Only those

Right No.
370

371

373

822

who actually HAVE to work with credit cards (e.g. not the staff member of the
housekeeping) should be allowed to have access.

Primarily, there are four user rights that are linked to the subject of PCI-
Compliance:

Name Effect /| Recommendation
FO reservation: Controls the view of credit card data in the guest
Read CC from profile profile (register card "Pers. Data").

This right should be denied all users.
FO reservation: Controls the transmission of credit card data from
Write CC to profile the reservation dialog ([CC] = Reservation

additional information) to the guest profile (register
card "Pers. Data").

This right should be denied all users.
FO reservation: Controls the view of the credit card number in the

Show CC number reservation dialog ([CC] = Reservation additional
information).

I Even WITHOUT this right the number of the
guest profile can be seen and handled.

This right should be denied all users.

FO Credit cards Controls the access to the reservation additional
information from the reservation dialog (via button
[CC]):

FO Kreditkarten bearbeiten =

0 Zugriffsrechte fir diese Funktion nicht ausreichend.

Only those users who actually have to work with
this data should be granted access.
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Define the access rights for each user group
Open protel SD:

Manager - User administration—> dialog "User administration"

protel SD
—> Manager

—> User administration

protel SD
—> Manager
—> User administration

=> Group rights for ...

Uszer Administration E
User groups Users
Groups Initials ~ User Login:
Manager SF Simaon Freddy
Azubi
Sales
Kl
< i ] b
[ New ] [ Change ] [ Delete ] [ Transfer
User name:
[ Mew ][ Change ] [ Delete ] Diepartment: Ord1:
[ Authorities - ] Email address:
g
Groups Might Lagin:
Type: [me Office '] Password:
User login {valid for all users) must change password: 30 (days)
Min. password length (global): B Open registerno :}
Passwords locked for (days): 365 May ovenide rate avaiabiliy
@) Password only (©) Login+Password Def Hotel: ,]
() Usemame+Password
Access to Hotels: E]
[ 0K ] [ Cancel ] [ Help ] Visible Hotels: E]

On the left hand side of the dialog “User administration* click the user group,
whose rights you wish to edit and then the button [Authorities] to open the
dialog "Group rights for ...":

Group rights for Housekeeping/Maintenance E
¢ Permitted functions * 1| M ¢ Prohibited functions at

815 5D Group authorties (edit) 337 SD Edit guest texds
820  FO Mailing Expert 338 SD Modify financial year
821 FO Texthistory des Masters editiersn 370 FO Reservation: Read CC fram profile

FO Credit cards (|| 371 FO Reservation: Write CC to profile
823 FO Leistungen: Buchungstext aendem - || 373 FO Reservation - show CC number i
1| n | 3 4 | i | 3

[ Al ] l Mone ] [ -=prohibit [}J [ <pemit ] [ Al ] l Mone ]

l OK I [ Cancel ] [ Replace with rights of group ] [Mcourﬂs ']

In the dialog “Group rights for...“scroll through the list of "permitted features*
on the left hand side.

© protel hotelsoftware GmbH 2008 Seite 10 von 12



protel Dokumentation | PCI Compliance with protel | .01 1(08/2008)

Mark the rights you are going to withdraw (keep [ctrl] key pressed to mark
several rights simultaneously).

Click the button [Prohibit] to transfer the selected rights to the list of
“prohibited features* (on the right hand side).

Confirm by clicking [OK].

Control access by log files

Each access is automatically logged and recorded by protel. These event
protocols can be reviewed at any time and provide detailed information about
who performed which operations in protel.

This log-function is always activated; it cannot be deactivated.
The various reports you can find in protel FO:

Office > Reporting=> ("All reports sorted by name") - action protocol [action]

Disclaimer of liability

In preparation of this document, every effort has been made to offer the most
current, correct, and clearly expressed information possible. Nevertheless,
inadvertent errors in information may occur. In particular but without limiting
anything here, protel hotelsoftware GmbH disclaims any responsibility for
typographical errors and accuracy of the information that may be contained in
this document.

We do not accept any liability for the actuality, correctness, completeness or
quality of the provided information; errors and omissions excepted. We are not
liable for any damages of conceptual or material type caused by the use and/or
application of any information given unless there is evidence of wilful intent or
gross negligence on our part .

We reserve the right to change or improve parts of the instruction or of the
entire document without separate announcement of changing, completing or
deleting.
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If you have any questions or would like to get more information, please contact
us! We’d be happy to help you!

Contact:
protel hotelsoftware GmbH

Europaplatz 8
D-44269 Dormund

- fon +49 231 915930
- fax +49 231 91593999

support@protel-net.com

http://www.protel-net.com
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